
EDR Internals and Bypasses



Who Am I?

Consultant at Context 
Information Security

@Kharosx0



Goals

• Demonstrate EDR capabilities

• Analyze Internal details of EDRs

• Demonstrate complete bypasses 

• Live demo fun ☺



Contents
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• General Components

• Windows & EDR Internals

• Drivers & Devices
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• Self-Protection

• Common Weaknesses + Live Demos



Why EDRs?



• AV-Like behavior

• “Zero-day” protection

• Behavioral based detection

• Technical details? Not really

• Free trial? 

General Capabilities



Prevention Capabilities

AntiVirus:

• Obfuscation modifications:

EDR:

• Obfuscation modifications:

Works Terminated



Detection & Logging

• Powerful logging + querying = 
!?



General Capabilities Pt.2



• Filter Drivers
• Network Drivers
• Software 

Drivers/Components
• Userland Apps

General Components



Key Component – filter Driver



Windows & EDR Internals



Callbacks

• PsSetCreateProcessNotifyRoutine

• PsSetLoadImageNotifyRoutine

• PsSetCreateThreadNotifyRoutine

• ObRegisterCallbacks (Handles)
• PsProcessType

• PsThreadType

• CmRegisterCallbacks (Registry)

• Demo: Viewing callbacks



Patchguard Overview Pseudorandom  
Event

Wake Patchguard Thread

Patchguard[Verify critical structure a*]

Sleep(1000)



SYSCALLS & NTDLL

EDR.dll



SYSCALLS pt.2



• Driver -> FltSendMessage
(or similar)

• UserApp -> FltGetMessage

• Message = Inject Process x

• UserApp -> ProcessOpen & 
VirtualProtectEx & 
WriteProcessMemory

Q2. How Does The 
Hooking Occur?



Self-Protection

• Common protections:
• Uninstall code requirement (commonly optional)
• Can’t delete/modify installation folder/files
• Prevent process termination

• Interestingly, the following protections weren’t commonly found:
• Obfuscation

• Some EDRs were kind enough to contain debug messages

• In-memory self integrity checks
• Failed uninstall attempts logging



DbgPrints Everywhere



Common Weaknesses



Uninstall.exe > EDR
• Uninstalling EDR from the machine is entirely viable

• Password = optional

• Secure passwords?
• Answer: Sometimes, Impossible

• Why?
• Limited character set (alphanumeric (caps only))
• Static, relatively small password length of 8
• Bruteforceable? 

Install code
Uninstall code

VS



Uninstall.exe Pt.2

• How about something easier, like falsifying the code check result?



For fun: Removing Callbacks

• Demo!



Bypassing Hooks Completely

• EDR’s main behavioural detection capabilities come from a hooked 
NTDLL loaded into most processes, therefore a few bypasses exist:
• Inline assembly

• Dynamically loading an unhooked NTDLL

• Result? Complete bypass

• Demo!
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